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1. 
Introduction
The demo is intended primarily as a visual way to demonstrate the IBM TSS and typical TPM 2.0 features.  It is also somewhat useful as a management interface. 

This explains how to install and run the IBM TSS 2.0 Demo.
As the home page at http://hostname/tpm2/index.php indicates, the stack is a web server serving php pages.  The php pages call the TSS command line utilities included with the TSS. The utilities, as usual, call the TSS.

The demo (through the TSS) can interface with either a SW TPM or a hardware TPM.

The demo has run on Windows, but this document only describes Linux installation.  It runs on Fedora, RHEL, Ubuntu, Centos and probably any Linux.  It runs on x86 and IBM Power processors, big and little endian, physical and virtual machines.
2. Installation
2.1. Standard Software
· openssl and openssl-devel (use 1.0.x, not 1.1.x)
· php and php-devel

· tomcat and apache

Create a directory for the demo and start the web server.  E.g., 


# mkdir /var/www/html/tpm2


# chmod 777 /var/www/html/tpm2
2.2. IBM Software TPM 2.0

Download the IBM TPM 2.0 if using a SW TPM.  Even if using a HW TPM, a SW TPM is useful for initial testing.  Build instructions are included.

https://sourceforge.net/projects/ibmswtpm2/
2.3. IBM TSS 2.0
Download the IBM TSS 2.0 and this demo. TSS build instructions are included.

https://sourceforge.net/projects/ibmtpm20tss
2.4. IBM TSS 2.0 Demo
The software is in …/demo. There are four makefiles, each of which calls makefile-common:

· makefile - SHA-256 and the SW TPM

· makefile_dev - SHA-256 and the HW TPM

· makefilesha1 - SHA-1 and the SW TPM

· makefilesha1_dev - SHA-1 and  the HW TPM
The build copies the html, css, php, TSS utilities and TSS library to /var/www/html/tpm2.  
Note that not all HW TPMs support SHA-256.  
The hash algorithm is a php variable.  The device type is an environment variable for the TSS library.

3. Starting the demo
Start the https service.  This command is distro dependent.
# service httpd start

If using the software TPM, start it in the …/src directory.

> tpm_server

If using a SW TPM, simulate the BIOS TPM startup in the …/utils directory.
> powerup

> startup

Connect the web browser to the demo home page.

http://localhost/tpm2/index.php
The demo can be run remotely if the firewall is set up to allow incoming connections on port 80.

4. Running the demo
Beware that the demo below may have to be adjusted when using a HW TPM, because the platform authorization is unknown to the user.

Each section has two parts:

Demo: indicates how to run the standard demo.

Demo errors: indicates additional demos showing error conditions.
4.1. Home Page
This page shows a demo block diagram.
When introducing the demo, please explain that the browser, web server, and PHP are simply for ease of creating a demo.  The actual TSS does not require any remote procedure calls.  It's a very simple, full-featured C API.
4.2. Administration
Demo:

The page retrieves basic TPM information.

Click "Set TPM Date and Time" to set the TPM clock to the current time.  

Since the TPM clock can only be set forward, not backward, this may fail intermittently after the clock is set due to skew between the TPM clock and the system clock.

Refresh the screen to demo the TPM random number generator.

The TPM platform authorization is empty after boot.  For the basic demo, leave it empty.  It can be changed to show platform authorization.
Demo Errors:

Specify an incorrect "Old Password" to show the authorization failure.

4.3. PCRs
Demo:

The page lists the current PCR values.

Extend PCR 16 and see that the value changes.
Reset PCR 16 and see that the value resets.

Extend PCR 16 with the data 'aaa' and see that the value becomes c2 11 97 …  This value is needed for the Unseal demo.

Demo errors:

Extend PCR 17, the DRTM PCR, and show the locality failure.

Reset PCR 0 to show the failure.
4.4. Handles
Demo:

The page lists all volatile and non-volatile handles.

Show this page periodically to show loaded objects and sessions.

Normally, the demo cleans up sessions and non-primary keys after use.  Use this page to flush primary keys.

A HW TPM may show non-volatile indexes, which hold the EK certificates.

The Flush Handles button deletes the handles checked.  EK certificates cannot be deleted.

4.5. NVRAM Properties
This page may not be interesting.

Demo:
The page lists defined NV indexes and their properties.

4.6. Key Creation
Demo:

Click "Create Primary" to create a primary storage key.  The handle is likely to be 80000000.  If not, remember the value.

Create a Signing key.  Give it a label, e.g., "sign" and the Key Type 'Signing".  It will be used on the RSA Sign and Verify page.
Create a Data Blob.  Give it a label, e.g., "sdb" and the Key Type "Data Blob".  Supply a message to seal.

Demo errors:

Create a Restricted Signing key with a different label, e.g. "signr".
Try to create a key under the primary key parent that is Fixed Parent but not Fixed TPM.  This combination is illegal for a parent primary key.

4.7. RSA Sign and Verify

Demo:

Specify the Label of the signing key.  Supply a Message to sign.  Supply a signature name, e.g. sig.  Click "Sign" and then "Verify Signature".

Demo errors:
Change the Message, and show that "Verify Signature" fails.

Change the label to the restricted signing key.  Show that "Sign" fails.  Invalid ticket indicates that a restricted signing key cannot sign data hashed outside the TPM.

Use the Data Blob.  See that the blob cannot be used to sign.

Change the parent handle.  See that the signing key load fails.
4.8. Unseal

Demo:

Specify the Label of the sealed data.  See that "Unseal" decrypts the message.
Show that the TSS loaded the sealed data, typically at 80000001.  It used a policy session, typically at 03000000.
On the PCR page, extend PCR 0.  Unseal and show the successful result.  The policy sealed the data to PCR 16, so changing PCR 0 should not matter. 

Demo Errors:
On the PCR page, extend PCR 16.  Unseal and show the policy check failure.

On the PCR page, reset PCR 16.  The Unseal should still fail.  Then extend PCR 16 with aaa and the Unseal should again work.

Specify the Label of a signing key.  The Unseal should fail with a policy error.  The TPM checks the policy, which is empty for the signing key, before it checks the key type.

4.9. Quote
Demo:

Specify the Label of the signing key.  Supply a quote name, e.g. quote.  Specify a PCR.  Click "Quote" and then "Verify Quote".


Note:  In general, quote can take a PCR list.  The demo uses only one PCR.

Demo errors:

Try to quote with the sealed data blob label and show that "Quote" fails.

Change the parent handle.  See that the signing key load fails.
4.10. NV RAM Indexes
Demo:

Define an ordinary index at 01000000, 8 bytes, with Write Define checked.
NV Write 8 bytes of data into the index.
NV Read and show that the data is returned.

On the Handles page, show that the NV Index is enumerated.  This uses the TPM Get Capability.

The NVRAM Properties page lists the properties for all enumerated handles.

NV Undefine Space.  On the Handles page, show that the Index has been removed.

Define a counter index at 01000000.  Use NV Increment to write the index.  NV Read 8 bytes shows that the value.  The value may not be 1 because the TPM retains a history.  A specific NV counter NV cannot repeat a value.

Increment and show that the value increments.

Demo Errors:

Try to define a second index at 01000000.  It should fail because the index is already defined.

Undefine the index at 01000000.  Define an ordinary index of 8 bytes.  NV Read should fail.  In TPM 2.0, an index cannot be read before it is written.

NV Write more than 8 bytes and show the range error.
NV Increment shows that an ordinary index cannot be incremented.

NV Write with a password.  Show the failure because the index was defined with an empty password.

NV Write 8 bytes.  NV Write Lock.  NV Write and show that the index is locked.

Undefine the ordinary index.  Define a Counter index.  NV Write fails because counters cannot be written with user defined data.
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